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Mobile device adoption explodes

126
105
66 e

126 million tablets will be
11 in use with US consumers

by 2016.!

257 million smartphones
will be in use with US
consumers by 2016.}

2010
2012
2014*
2016*

Mobile apps are a $6.0 billilon market today,
growing to $55.7 billion by 2015.
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_E $40 \ Tablet apps
3620
Smartphone apps
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2011 2013* 2015*

Sources: 'Forrester Research Consumer PC And Tablet
Forecast, 2011 to 2016 (US); *Forrester Research Mobile
Adoption Forecast, 2012 to 2017 (US); *February 28,
2011, “Mobile App Internet Recasts The Software And
Services Landscape” Forrester report

*Forecast
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Deployment Scenario

The example depicts a typical deployment with a VPN server/concentrator as well as an authentication server controlling access to
enterprise network services.
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Internet

Hacker Injects
S0L Command to
Database Vie Custom
Web Application to
Retrieve Credit
Card Details.

Firewall

Weab Servers
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Database

A hacker finds a vulnarability
0 your cusiom wab
application and sands an
atiack via port B0M43 1o the
Web Server.

Web Server recaivas the
malicious code and sends it o
the Web Apphcation Server.

Web AppEcation Server
recehies malicious code from
‘Wed Server and sands it 1o
the Database Server,

Database Server execiles (he
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Database, Database relums
data from credit cards labse.

Web Application Server

dynamically generales a page
with data including credit eand
details from database.

Web Server sends credit card
datails to Hacker. _/)

Drata exchanged between
Hacker and Web Server ower
through the Web Application
Server, Database Server and
tha Database idsell.

\.;-i;} Two-Way traffic between
“ Hacker and Web Server.

: Cradit card data is retrieved
-.\ from Databasa. Y,
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Laptop

Time elapsed
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Wireless Association Request ——p
«4— Wireless Association Response

—— EAP over LAN (EAPOL) start —p

<— EAP Identity Challenge

((9))

Wireless Access Point

RADIUS Authentication Server

Verify

<«— Encrypted data exchange _y

sent/RADIUS
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EAP ldentity Response > EAP Identity Response over RADIUS —
Yes
4— Success message sent to laptop « EAP Success
, No
4—— Failure message sent to laptop < RADIUS Deny
——— Client challenge from laptop > Challenge sent over RADIUS ———
<«4—— Response passed on to laptop < Response sent over RADIUS
4— EAP Session/Encryption key sent <« EAP Session/Encryption key —
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